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Introduction
To address the Editor’s note in 6.20.2 two tables are added to show which functionalities required by the eSBA Framework can be provided by CAPIF, and which CAPIF functionality not required at this time by the eSBA Framework.
The section on roaming is updated to describe two options.
[bookmark: _GoBack]Some text is added to the Impacts on existing Services and Interfaces section. 
A section is added to cover backwards compatibility.
Proposal
The following changes are proposed to TR 23.742:
<<<< Start of changes >>>>
[bookmark: _Toc523749638]6.20	Solution 20: Service Framework based on CAPIF
[bookmark: _Toc523749639]6.20.1	Introduction
This solution addresses Key Issues 3 "Improvements to service framework related aspects".
[bookmark: _Toc523749640]6.20.2	High level description
This clause proposes a framework that is based on Rel-15 CAPIF functionality as defined in TS 23.222 [5].
The CAPIF Core Function (CCF) provides following functionality:
-	On-boarding/off-boarding API invoker
-	Register/de-register APIs, Update APIs
-	APIs Discovery
-	Entity Authentication/Authorization
-	Enables secure communication
-	Logging, Monitoring and Auditing the service API invocations
-	Controlling the service API access based on configured policies
Editor's Note:	A clear summary of the functionality required by the eSBA Framework and the functionality provided by CAPIF, and the functionality provided by CAPIF but not required by the eSBA Framework should be provided.


Figure 6.20.2-1: High level architecture view
Network Function Service Producer implements the following functionality:
-	The API Exposing Function (AEF) can in principle be any entity exposing a Service API defined by 3GPP.
-	The API publishing function (APF) enables the API provider to publish the service APIs information in order to enable the discovery of service APIs by the API invoker.
-	The API management function (APIMF) enables the API provider to perform administration of the service APIs.
The API Invoker (AI) entities are any entities that invoke the APIs exposed by the CCF and AEF. The AI's can be located inside or outside the trust domain of the PLMN. They are considered in the TS 23.222 [5] to be external 3rd party applications. However, although CAPIF is designed for consumption of northbound APIs by 3rd party applications, the design principles and solutions can be applied to southbound APIs.
Put in terms of the terminology used when discussing SBA, AEFs are Producers and AIs are Consumers.
The service framework requirements, as set out in section 4.1 of the present document are listed in the first column of Table 6.20.2-1.
	Service framework requirements
	Supported by CAPIF?
	Comments

	Shall provide registration and discovery.
	Yes
	

	Shall enable efficient communication between service instances and allow distributed scaling
	No
	There are implementation-specific means for enabling communication between service instances, and to support distributed scaling.

	Shall enable service communication within one slice, between slices, within one service framework, instance between different service framework instances and between different PLMNs with minimal impact to service
	No
	There are implementation-specific means for enabling these communication requirements.

	Shall enable handling of failure scenarios with minimal impact to service.
	Yes
	

	Should enable protection of the system against signalling storms
	No
	This can be achieved by appropriate implementation and deployment choices.

	Should support protect the integrity and confidentiality of the communication
	Yes
	

	Should provide the authentication and authorization to access the service
	Yes
	


Table 6.20.2-1: Service requirements and CAPIF functionality
In addition the following functionality is supported by CAPIF, but at this point in time not required by the eSBA Framework. Re-use of CAPIF would allow these features to be available to the eSBA Framework if needed in the future.
	Additional CAPIF functionality
	Comments

	Logging service invocations
	

	Charging the service invocations
	Potential for use in multi-admin domain deployments

	Monitoring events reported due to service invocations
	

	Managing service consumers
	Onboarding, offboarding

	Mutual authentication between 
	Potential for use in multi-admin domain deployments


Table 6.20.2-2: Additional CAPIF functionality
Framework requirements fulfilled by CAPIF are as follows (in bold):
	The service framework:
-	shall provide registration and discovery.
-	shall enable efficient communication between service instances and allow distributed scaling.
-	shall enable service communication within one slice, between slices, within one service framework, instance between different service framework instances and between different PLMNs with minimal impact to service.
-	shall enable handling of failure scenarios with minimal impact to service.
-	should enable protection of the system against signalling storms.
-	should support protect the integrity and confidentiality of the communication.
-	should provide the authentication and authorization to access the service.
The other requirements have partial support in CAPIF (e.g. performance management, fault tolerance, access control, topology hiding etc.) which may need enhancements in Rel-16 CAPIF.
The following provides more detail on the CAPIF reference points.
CAPIF-3, CAPIF-4 and CAPIF-5 are used to perform the following actions:
-	CAPIF-3
-	Authenticating the Service consumer based on its identity and credentials;
-	Providing authorization for the Service consumer prior to accessing the Service producer;
-	Authorization verification for the Service consumer upon accessing the Service producer;
-	Controlling the service access based on PLMN operator configured policies;
-	Logging the service invocations; and
-	Charging the service invocations.
-	CAPIF-4
-	Publishing the service information by the publishing function.
-	CAPIF-5
-	Accessing the service invocation logs by the management function;
-	Enabling the management function to monitor the events reported due to the service invocations;
-	Onboarding new Service consumers by provisioning the Service consumer information at the CAPIF core function, requesting explicit grant of new Service consumers onboarding and confirming onboarding success;
-	Offboarding Service consumers;
-	Enabling the API management function to configure policies at the CAPIF core function e.g. service invocation throttling, blocking invocation for certain duration; and
-	Enabling the API provider to monitor the status of services (e.g. pilot or live status, start or stop status of service API).
CAPIF-1 is used to perform the following actions:
-	Authenticating the Service consumer based on its identity and credentials;
-	Mutual authentication between the Service consumer and the CAPIF core function;
-	Providing authorization for the Service consumer prior to accessing the Service producer; and
-	Discovering the Service producer information.
To support the backward compatibility with Rel-15 the NRF can be used along with the CCF. Rel-15 NFs can continue to interface with the NRF and the NRF can proxy the message to the CCF.
6.20.3	Backwards compatibility with Rel-15
For deployments where Release 15 network functions and Release 15 NRFs are already deployed it is necessary to consider how a service framework based on the CAPIF APIs can be supported.
At a high level two options are identified for how Rel-15 and Rel-16 network functions, a Rel-15 NRF and a service framework based on CAPIF could co-exist:


Figure 6.20.3-1: Option 1 for backwards compatibility
A Rel-16 Framework based on the CAPIF Core Function (CCF) is deployed that also implements the Rel-15 NRF interfaces. Rel-15 NFs can continue to use the Rel-15 NRF interfaces to register themselves. An adaptation layer in the Rel-16 Framework translates the registrations such that a Rel-16 NF can discover the Rel-15 NFs. The Rel-16 NF can also publish itself and the adaptation layer allows Rel-15 NFs to discover it.



Figure 6.20.3-2: Option 2 for backwards compatibility
Alternatively, as shown in Figure 6.20.3-2 an existing Rel-15 NRF could be updated to support the adaptation functionality mentioned above. When a Rel-15 NF registers with the Rel-15 NRF it invokes the publish operation on the Rel-16 Framework. If the preference is to leave the Rel-15 NRF unchanged then Option 3, as shown in Figure 6.20.3-3 could be used.


Figure 6.20.3-3: Option 3 for backwards compatibility
Looking in more detail at the services and operations supported by the NRF, and how they map to the CAPIF services shows that the mapping is quite straightforward.
As specified in TS 23.502 a Rel-15 NRF supports the Nnrf_NFManagement, Nnrf_NFDiscovery and Nnrf_AccessToken services and associated service operations. These can be mapped to analogous CAPIF services and service operations as defined in TS 23.222.
	Rel-15 NRF
	
	Rel-15 CAPIF
	

	Service Name
	Service Operations
	Service Name
	Service Operation

	Nnrf_NFManagement
	NFRegister
	CAPIF_Publish_Service_API
	Publish_Service_API

	
	NFUpdate
	CAPIF_Publish_Service_API
	Update_Service_API

	
	NFDeregister
	CAPIF_Publish_Service_API
	Unpublish_Service_API

	
	NFStatusSubscribe
	CAPIF_Discover_Service_API
	Subscribe_Event

	
	NFStatusNotify
	CAPIF_Discover_Service_API
	Notify_Event

	
	NFStatusUnSubscribe
	CAPIF_Discover_Service_API
	Unsubscribe_Event

	Nnrf_NFDiscovery
	Request
	CAPIF_Discover_Service_API
	Discover_Service_API

	Nnrf_AccessToken
	Get
	CAPIF_Security API
	Obtain_Authorization


Table 6.20.3-1: Mapping of NRF to CAPIF services and operations
Looking in more detail at the NFRegister operation of the Nnrf_NFManagement service and comparing it with the CAPIF Publish_Service API:
	
	Nnrf_NFManagement_NFRegister
	Publish_Service_API

	Mandatory input parameters
	NF profile of the NF consumer (NF type, NF instance ID, Names of supported NF services)
	API publisher information (may include identity, authentication and authorization information)
Service API information (includes service API name, service API type, communication type, description, interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format)

	Optional input parameters
	Data Set(s), UDM Group ID, UDR Group ID, AUSF Group ID, Routing ID, GUAMI(s), UPF Provisioning Information, S-NSSAIs and associated NSI IDs, location of NF consumer, TAIs
	None


Table 6.20.3-2: Comparison of NFRegister and Publish_Service_API parameters
Although some mapping of NRF input and output parameters are straightforward (such as mapping NF type to service API type) there are other NRF parameters that will require enhancement to Rel-15 CAPIF to support (such as NF instance ID).
Below is a call flow showing a Rel-15 NF invoking Nnrf_NFManagement_NFRegister towards an NRF and the NRF invoking the CAPIF_Publish_Service_API Publish_Service_API operation on the CAPIF Core Function. Subsequently a Rel-16 NF discovers the Rel-15 NF, and a different Rel-15 NF discovers the Rel-15 NF. The NRF and CCF could be separate (Option 2 above), or their functions can be co-located (Option 1 above.)]




Figure 6.20.3-4: Rel-15 NF and Rel-16 NF co-existence
Editor's note:	Details of the support of backwards compatibility with the NRF need to be investigated and documented.
6.20.4	Support for roaming
There are two options for support of roaming when using CAPIF, as shown below. Either an NF in the serving network can interact with a CAPIF CCF in the serving network which in turn could interact with a CAPIF CCF in the home network (Option 1 below) or an NF in the serving network can interact directly with a CAPIF CCF in the home network (Option 2 below). Option 2 is supported in Rel-15 in TS 23.222, as an API can reside outside a PLMN domain and use CAPIF-1e and CAPIF-2e. Option 1 is not currently specified in 23.222 and would need to be introduced in Rel-16.   


Figure 6.20.4-1: Options for roaming support
Editor's note:	Roaming aspects of the use of CAPIF need to be investigated and documented.
[bookmark: _Toc523749641]6.20.53	Services and illustrated procedures
The following procedures are taken from TS 23.222, section 8. In the figures the API publishing function can be interpreted as a service producer.
[bookmark: _Toc523749642]6.20.53.1	Registration
In CAPIF terminology the registration of a service producer is registration of a Service API.


Figure 6.20.3.1-1: Publish service
1.	The API publishing function sends a service API publish request to the CAPIF core function, with the details of the service API.
2.	Upon receiving the service API publish request, the CAPIF core function checks whether the API publishing function is authorized to publish service APIs. If the check is successful, the service API information provided by the API publishing function is stored at the CAPIF core function (API registry).
3.	The CAPIF core function provides a service API publish response to the API publishing function indicating success or failure result and triggers notifications to subscribed API invokers as described in subclause 8.8.4.
[bookmark: _Toc523749643]6.20.53.2	Discovery
In CAPIF terminology the discovery of a service producer is discovery of a Service API.


Figure 6.20.3.2-1: Discover service
1.	The API invoker sends a service API discover request to the CAPIF core function. It includes the API invoker identity, and may include query information.
2.	Upon receiving the service API discover request, the CAPIF core function verifies the identity of the API invoker (via authentication). The CAPIF core function retrieves the stored service API(s) information from the CAPIF core function (API registry) as per the query information in the service API discover request. Further, the CAPIF core function applies the discovery policy and performs filtering of service APIs information retrieved from the CAPIF core function.
3.	The CAPIF core function sends a service API discover response to the API invoker with the list of service API information for which the API invoker has the required authorization.
[bookmark: _Toc523749644]6.20.64	Impacts on existing Services and Interfaces
There are some NRF parameters that will require enhancement to Rel-15 CAPIF in order to provide the same NF service registration and discovery capabilities. SA6 will need to assess the feasibility of doing this in Rel-16.
It may be necessary to evolve Rel-15 CAIF to support the interaction of a CAPIF CCF in a serving PLMN with a CAPIF CCF in the home PLMN to support roaming cases.
Editor's note:	Further details regarding impacts are FFS.
[bookmark: _Toc523749645]6.20.75	Evaluation of the Solution
Editor's note:	This clause provides an evaluation of the solution.
<<<< End of changes >>>>
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